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Abstract

General Background The rapid emergence of the Metaverse, characterized by immersive virtual
spaces integrating blockchain and artificial intelligence, has fundamentally transformed social,
economic, and cultural interactions. Specific Background Despite the socioeconomic opportunities
offered by these virtual environments, their development has outpaced the existing legal system,
leaving a void in regulatory guidance. Knowledge Gap While current research largely concentrates
on technical aspects or data protection, there remains a critical need to analyze the resulting legal
anomie and evaluate international regulatory models to formulate a comprehensive national policy
framework. Aims This study investigates the legal anomie within the Metaverse ecosystem, examines
regulatory approaches across international jurisdictions, and proposes an adaptive legal paradigm for
Indonesia. Results The findings reveal that current legal norms fail to address issues such as avatar-
based harassment, digital identity theft, and cross-border jurisdiction, leading to a state of normative
uncertainty. Comparative analysis shows that diverse models, ranging from rights-based approaches
to industry self-governance, exist globally. Novelty The study synthesizes these findings into a unique
adaptive legal paradigm underpinned by four core principles: technology neutrality, human-centric
governance, platform accountability, and cross-border cooperation. Implications This paradigm
offers a responsive foundation for developing Indonesian Metaverse governance that balances
technological innovation with the robust protection of user rights, providing a path toward legal
certainty in virtual spaces.

Highlights:

+ Rapid Metaverse growth has created a condition of legal anomie characterized by significant
regulatory gaps in digital identity and biometric protection.

+ Traditional territorial jurisdiction concepts are rendered inadequate by the cross-border and
decentralized nature of immersive virtual environments.

+ An adaptive legal paradigm based on platform accountability and human-centric governance is

essential for balanced digital innovation and rights protection.

Keywords: Digital Regulation, Legal Anomie, Metaverse, Platform Accountability, Virtual Space
Governance
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Introduction

Global digital transformation has entered a new phase marked by the emergence of the Metaverse , an immersive virtual
space that allows individuals to interact, work, transact, and build social identities in a three-dimensional digital
environment. Unlike previous generations of the internet, which focused on exchanging information through two-
dimensional media, the Metaverse offers a virtual presence experience that creates a sense of direct involvement in a digital
environment. This technological development is projected to become the foundation for the next generation of the digital
economy because it integrates various technologies such as Virtual Reality (VR), Augmented Reality ( AR), and Artificial
Intelligence (AI). Reality (AR), Artificial Intelligence (Al), blockchain , and the Internet of Things (10T ) [1].

The emergence of the Metaverse has transformed the way humans understand the concepts of space, identity, and social
interaction. Activities that previously could only be done physically can now be replicated in virtual environments with
increasing levels of immersion . The world of education is starting to utilize virtual spaces for interactive learning
simulations, the business sector is developing digital asset-based trading models, while global companies are starting to
adopt virtual workspaces as an alternative for professional interaction [2]. These developments demonstrate that the
Metaverse is not just a technological innovation, but a social transformation that has the potential to change the structure of
human relationships in various aspects of life.

Despite offering various opportunities, the development of the Metaverse has also given rise to increasingly complex legal
issues. Various forms of violations previously known in physical spaces are starting to emerge in new forms in virtual
environments, such as sexual harassment through avatars , digital identity theft, virtual asset fraud, intellectual property
rights violations, and the misuse of user biometric data [3]. These issues demonstrate that technological developments are
moving much faster than the ability of the law to regulate human behavior in the digital space. As a result, a condition has
emerged that can be categorized as legal anomie , namely a situation where existing norms are no longer able to provide
adequate guidance for society in dealing with rapid social change [4].

The concept of anomie proposed by Emile Durkheim is relevant in explaining this phenomenon. Durkheim argued that rapid
social change can cause an imbalance between societal development and the ability of normative systems to regulate
individual behavior [5]. In the context of the Metaverse , this imbalance is evident in the absence of clear legal standards
regarding the legal status of avatars , digital identity protection, virtual platform liability, or dispute resolution mechanisms
that occur in virtual environments. As a result, various actions that substantially harm individuals often fall within a legal
gray area .

This issue is further complicated because the Metaverse operates in a digital environment that is cross-border ( borderless)
.environment ). This characteristic poses a serious challenge to the concept of jurisdiction that has been the basis of modern
law enforcement. An action carried out by a user in one country can impact victims in another country through a platform
whose servers are located in a different jurisdiction. This condition raises fundamental questions about which country's law
applies, which court has the authority to try, and how law enforcement mechanisms can be carried out effectively in a virtual
space that knows no geographical boundaries [6].

Various countries have begun to respond to these challenges through varying regulatory approaches. The European Union
has developed a strict regulatory-based approach through the Digital Services Act (DSA) and the Artificial Intelligence Act
(AD) . Intelligence An Act that emphasizes platform accountability and user protection [7]. The UK has chosen a more flexible
approach by optimizing existing legal instruments through the Online Safety Act. Act and data protection regulations [8]. On
the other hand, South Korea developed a collaborative governance model through the Korean The Metaverse Alliance
involves government, industry, and academia in formulating ethical standards and governance for the Metaverse [9].
Meanwhile, Japan places even greater emphasis on a self-governance approach by providing industry players with ample
space to develop internal regulatory mechanisms [10].

These differing approaches demonstrate that, to date, there is no single regulatory model that can be considered a universal
solution for governing the Metaverse . On the one hand, overly stringent regulations have the potential to hinder
technological innovation and digital investment. On the other hand, an overly lax approach can result in weak protection of
user rights. This situation highlights the need to formulate a new legal paradigm that maintains a balance between human
rights protection, legal certainty, and the development of technological innovation.

Previous research has generally focused on the technical aspects of the Metaverse , personal data protection, or the digital
economic opportunities it creates. However, there is still relatively limited research specifically linking the phenomenon of
legal anomie in the Metaverse with a comparative analysis of various international regulatory models as a basis for
formulating national legal policies. Yet, a comparative approach is crucial for identifying best practices .practices ) while
avoiding regulatory failures that have been experienced by other countries.

Based on the above-mentioned context, this study aims to analyze the forms of legal anomie that emerge in the Metaverse
ecosystem , examine various regulatory approaches applied in several international jurisdictions, and formulate an adaptive
legal paradigm that can serve as a foundation for developing Metaverse regulations in Indonesia. This study offers a novelty
in the form of a synthesis of regulatory models based on four main principles: technology ,neutrality , human-
centric governance , platform accountability ,and cross -border cooperation as a foundation for Metaverse governance that
is responsive to technological developments while ensuring the protection of user rights.
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Method

This research is normative legal research that focuses on the study of legal norms, legal principles, doctrines, and policies
related to Metaverse governance from a national and international legal perspective. The normative approach was chosen
because the main problem studied does not lie in the empirical behavior of society, but rather in the gap between the
development of Metaverse technology and the ability of the legal system to provide certainty, protection, and justice for
users of virtual spaces [11].

This research uses three main approaches, namely statutory approach , comparative approach ,and conceptual
approach. Statutory regulatory approachapproach) is used to identify and analyze various legal instruments relevant to digital
space governance, both national and international. The instruments analyzed include the European Union's Digital Services
Act (DSA), Artificial Intelligence Act (Al ), and the European Union's Digital Services Act (DSA). Intelligence Act (Al Act ), Online
Safety English Act , South Korea's Metaverse ethical guidelines , as well as various international human rights instruments
such as the Convention on the Elimination of All Forms of Discrimination Against Women ( CEDAW ) and International
Covenant on Civil and Political Rights (ICCPR) [12].

Comparative approachapproach) is used to evaluate the regulatory models implemented by various countries in response to
the development of the Metaverse . This approach is based on the assumption that legal issues arising from digital
technology are global in nature, so that the experiences of other countries can be an important source of learning in
formulating national legal policies [13]. Through this approach, the study not only compares the content of regulations but
also analyzes the regulatory philosophy, the pattern of relations between the state and industry players, the level of user
protection, and the effectiveness of law enforcement mechanisms developed by each jurisdiction.

Meanwhile, the conceptual approach ( conceptualThe metaverse approach is used to construct a theoretical framework for
this research through an analysis of various concepts related to legal anomie, digital governance, responsive law, and
human rights protection in virtual environments. This approach is important considering that the development of the
Metaverse presents various new phenomena that cannot yet be fully explained through conventional legal categories.
Therefore, this research not only examines existing legal norms but also seeks to develop legal constructions capable of
addressing future challenges [14].

The legal materials used in this research consist of primary, secondary, and tertiary legal materials. Primary legal materials
include international regulations, human rights instruments, and official policies related to digital governance. Secondary
legal materials consist of books, scientific journal articles, research reports, and academic publications discussing the
Metaverse , cyber law, digital jurisdiction, technology ethics, and contemporary legal theory. Tertiary legal materials are
used as supporting materials to explain technical terms and concepts developing within the digital ecosystem.

Data analysis was conducted qualitatively through two main stages. The first stage used content analysis. analysis to identify
regulatory patterns developing in various international legal instruments and national policies that are the object of
research. This analysis aims to find general trends regarding how countries respond to legal issues that arise in virtual
space [15]. The second stage is carried out through comparative legal analysis to compare the strengths, weaknesses, and
implications of each regulatory model implemented by the European Union, the United Kingdom, South Korea, and Japan.
This comparative analysis is not only oriented towards identifying regulatory differences, but also directed at finding legal
principles that have the potential to be adopted in the Indonesian context.

In contrast to legal research, which is merely descriptive, this study uses a prescriptive approach to generate policy
recommendations. The prescriptive approach was chosen because the primary objective of the research is not simply to
explain the prevailing legal conditions ( iusconstitutum), but rather formulates the direction of legal development that
should be formed ( iusconstituendum) to face the challenges posed by the Metaverse [16]. Through a process of synthesis of
the results of the analysis of international regulations and the legal theories used, this study develops an adaptive legal
paradigm consisting of four main principles, namely technology neutrality , human- centric governance
, platform accountability , and Cross -border cooperation . These four principles then serve as the basis for formulating
policy recommendations for Indonesia to develop Metaverse governance that is responsive to technological developments
while ensuring the protection of user rights.

Through a combination of normative, comparative, and conceptual approaches, this research is expected to produce an
analysis that not only explains the phenomenon of legal vacuum in the Metaverse , but also provides theoretical and
practical contributions to the development of digital regulation in Indonesia.

Results and Discussion

A. Legal Anomie in the Metaverse Ecosystem

The development of the Metaverse has given rise to a new social space that is no longer entirely subject to the physical or
territorial boundaries of a country. Unlike previous generations of social media that functioned as a means of communication
and information exchange, the Metaverse presents a digital environment that allows users to build identities, engage in
economic activities, form social relationships, and even experience interactions that resemble real life through avatar
representation . This transformation shows that the Metaverse is not simply an evolution of digital technology, but has
developed into a social ecosystem with its own structure, norms, and dynamics [17].
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Amidst these developments, the law faces a fundamental challenge in the form of the inability of existing norms to keep pace
with the pace of technological innovation. This condition can be understood through the concept of anomie introduced by
Emile Durkheim defines anomie as a situation where social change occurs more rapidly than the ability of social institutions
to provide clear behavioral guidelines for society [18]. In the context of the Metaverse , anomie arises when various digital
activities that have social, economic, and psychological consequences have not received adequate legal regulation, thus
creating a space for normative uncertainty .uncertainty ).

The phenomenon of anomie in the Metaverse is evident in the increasing number of forms of violation that are difficult to
qualify using conventional legal categories. One example that has received the most attention is sexual harassment through
avatars ( harassment). The case of Nina Jane Patel on Meta's Horizon Worlds platform in 2021 serves as an important
illustration of how actions occurring in virtual spaces can have a real psychological impact on victims [19]. Although there
was no physical contact as in the traditional sense of sexual violence, the experience still resulted in feelings of fear, loss of
safety, and psychological trauma that substantially share characteristics with real-world violence.

This phenomenon demonstrates that the legal paradigm, which has historically relied on the dichotomy between the physical
and digital worlds, is beginning to lose its relevance. From a classical legal perspective, legal losses are generally measured
based on physical damage, loss of property, or violation of concretely identifiable rights. However, the Metaverse presents a
new, more complex form of loss, as it relates to a person's digital identity, psychological integrity, and virtual existence. As a
result, various actions considered socially detrimental often cannot be effectively addressed by available legal instruments
[20].

This condition is further strengthened by the development of virtual reality (VR) and extended reality technology. Virtual
reality (XR) creates immersive experiences with a high level of emotional engagement. Research shows that the human brain
often responds to virtual experiences in ways not significantly different from physical experiences, especially when
individuals feel a sense of presence. of presence ) in the digital environment [21]. Therefore, the view that considers actions
in the Metaverse as merely a “virtual game” is becoming increasingly difficult to maintain, considering that the impact it has
can go beyond the boundaries of digital space and affect the psychological state of users in real terms.

avatar harassment , legal anomie in the Metaverse is also reflected in the increasing risk of digital identity abuse. In virtual
ecosystems, user identity not only serves as an authentication tool , but also represents a person's social and economic
existence. Avatars can have reputations, digital assets, social networks, and even high economic value. Thus, digital identity
theft or manipulation can no longer be viewed as merely an administrative violation, but has the potential to cause losses
equivalent to identity theft in the real world [22].

Another issue that demonstrates a lack of norms is the management of user biometric data . Unlike conventional digital
platforms, the Metaverse relies on the collection of far more sensitive data, such as body movement patterns, facial
expressions, eye gaze, emotional responses, and even voice characteristics. This data allows platforms to build highly
detailed behavioral profiles that can potentially be used for commercial purposes or psychological manipulation [23]. In such
circumstances, personal data protection is no longer solely concerned with identity information, but also concerns an
individual's cognitive and emotional aspects, which are part of the most fundamental right to privacy.

From a legal theory perspective, this situation indicates that the root of the Metaverse problem is not simply the lack of
specific regulations, but rather the legal paradigm's lag in responding to the changing social structures shaped by digital
technology. Most modern legal systems are built on the assumption that human activity takes place within a physical space
that can be identified territorially. As a result, concepts such as jurisdiction, locus of crime , proof, and legal responsibility
are designed to deal with social realities that differ from the characteristics of today's virtual space [24].

This view is in line with Lawrence Lessig's thinking , which states that in cyberspace, human behavior is not only regulated
by state law ( law), but also by technological architecture ( code), social norms ( norms), and market mechanisms ( market)
[25]. In the context of the Metaverse , the program code designed by the platform often has a greater influence than state
regulations in determining user behavior. Security features, moderation systems , privacy settings, and reporting
mechanisms built by the platform in practice become the main regulatory instruments that govern the daily lives of users.

This situation creates a digital governance paradox. On the one hand, the state has a constitutional obligation to protect
citizens' rights from various forms of violation. However, on the other hand, most of the virtual spaces where these
violations occur are under the control of global technology corporations operating across jurisdictions. As a result,
regulatory functions have shifted from the state to digital platforms, which in many cases lack adequate accountability
mechanisms. [26]

From the perspective of Responsive Law developed by Nonet and Selznick , this anomie demands a shift in perspective on
the function of law. Law can no longer be positioned as an instrument that merely reacts after a violation occurs, but must
evolve into a system capable of anticipating the social impacts of technological developments [27]. Therefore, regulating the
Metaverse requires a more adaptive, multidisciplinary approach, oriented toward protecting humans as the center of
technological development.

Based on this, legal anomie in the Metaverse cannot be understood simply as a regulatory vacuum. This phenomenon
reflects the tension between the acceleration of technological innovation and the legal system's ability to maintain its
fundamental function as an instrument for protecting rights, creating legal certainty, and maintaining social order. If this
condition is not addressed promptly through the development of an adaptive legal paradigm, the development of the
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Metaverse has the potential to create a new social space that will evolve faster than the state's ability to regulate it.
B. Metaverse Regulatory Models Across Jurisdictions

The development of the Metaverse has prompted various countries to formulate different regulatory strategies according to
the characteristics of their respective legal systems, levels of technological development, and public policy orientations. To
date, there is no international legal instrument that specifically regulates the Metaverse comprehensively. As a result,
countries have developed diverse regulatory approaches, ranging from hard models to... law that emphasizes strong state
intervention to a soft approach Laws that provide greater space for industry to self-regulate. These differences indicate that
Metaverse governance is still in the regulatory stage .experimentation ), so comparative studies are important to identify
best practices that can be used as a reference for Indonesia.

The European Union is one of the most progressive jurisdictions in developing a regulatory framework for the digital space.
The EU's approach is based on the view that technological development must always be within the framework of protecting
citizens' fundamental rights. This principle is reflected in the Digital Services Act (DSA), which positions digital platforms as
actors legally responsible for the risks arising from the operation of their systems [28]. In the context of the Metaverse , this
approach has important implications because platform providers are no longer viewed as passive intermediaries.
intermediary ), but rather as an entity that has an obligation to prevent, detect, and handle various forms of violations that
occur in the virtual environment.

Besides DSA, the European Union is also developing Artificial Intelligence Act that regulates the use of artificial intelligence
systems based on the level of risk posed to user rights [29]. Some of the technologies that form the foundation of the
Metaverse , such as biometric categorization , emotion recognition and behavioral Profiling , categorized as a high-risk
AT system ,must meet strict standards of transparency, accountability, and oversight before it can be widely used. This
approach demonstrates the EU's adoption of a rights-based paradigm. regulation , namely a regulatory model that places the
protection of human rights as the main objective of regulating digital technology.

Despite providing a high level of protection, the European Union's approach has also faced criticism. The complexity of the
legal obligations imposed on platform operators has the potential to increase compliance costs .cost ) and inhibit innovation,
especially for start-up companies that have limited resources [30]. From a digital economy perspective, overly strict
regulations can create barriers to entry ( barriers) . to entry ) which ultimately strengthens the dominance of large
technology companies that have the capacity to meet these regulatory requirements. Therefore, the European Union model
is often seen as successful in terms of user protection, but it still faces challenges in maintaining the balance between
regulation and innovation.

In contrast to the European Union, the UK has developed a more pragmatic and evolutionary approach. The UK government
has not enacted specific legislation regarding the Metaverse , but rather has optimized existing legal instruments to address
the various issues that arise in virtual spaces. This approach is based on the assumption that technological development is
occurring too rapidly, and the creation of overly specific regulations risks becoming obsolete quickly [31]. Therefore, the UK
has chosen to utilize various existing instruments, such as Online Safety Act , UK General Data Protection Regulation (UK
GDPR), as well as the intellectual property law regime to regulate activities within the Metaverse .

The advantage of the UK approach lies in its flexibility. By leveraging existing legal frameworks, the government can
respond to technological developments without having to wait for a lengthy legislative process. However, this approach also
raises the issue of regulatory fragmentation. Because different aspects of the Metaverse are governed by different legal
instruments, it often presents difficulties in determining an integrated legal protection mechanism [32]. In practice, users
must contend with multiple legal regimes with differing objectives and enforcement mechanisms, potentially creating legal
uncertainty.

Meanwhile, South Korea opted for a more collaborative governance model through the formation of the Korean Metaverse
Alliance (KMA). This approach reflects a co-regulation strategy , namely regulation carried out through collaboration
between government, industry, academia, and other stakeholders [33]. Through this forum, the government functions not
only as a regulator, but also as a facilitator that encourages the growth of the national Metaverse ecosystem .

The South Korean model is appealing because it seeks to strike a balance between innovation and user protection. The
government recognizes that overly stringent regulations can hinder the development of the growing digital industry.
Therefore, various ethical guidelines and standards of conduct were developed through a consultative mechanism that
directly involves industry players. This approach provides high flexibility because standards can be updated quickly to
reflect technological developments. However, its main weakness lies in the low enforceability of the law, as most of the
instruments used are soft. law , its effectiveness depends heavily on the level of voluntary compliance from industry players
[34].

In contrast to South Korea, Japan has adopted an approach that places greater emphasis on self-governance . The Japanese
government provides technology companies with ample space to develop internal regulatory mechanisms based on the
characteristics of each platform [35]. This approach is based on the belief that industry players have a better understanding
of the technology they develop than state regulators. For this reason, the state plays a more facilitative role, providing
general guidelines without over-intervening. The Japanese approach has the advantage of fostering a climate of innovation
and encouraging creativity in the digital industry. However, from a user protection perspective, this model faces significant
risks. Different protection standards across platforms can create disparities in handling legal violations. Furthermore,
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companies' commercial interests do not always align with user protection interests. In certain situations, companies may
prioritize user growth and economic profit over enforcing strict ethical standards [36].

Identifying legal disparities among the four jurisdictions demonstrates that no single regulatory model can be considered
ideal for all countries. Each approach emerges from a distinct political, economic, and legal cultural context. However, there
are interesting patterns to observe. The higher the level of state intervention, as seen in the European Union model, the
stronger the legal protection afforded to users. Conversely, the greater the space granted to industry, as in Japan, the
greater the level of flexibility and innovation achieved. South Korea and the UK straddle these two poles, developing
mechanisms that attempt to balance user protection and digital industry development.

From a legal policy perspective, these findings suggest that the primary debate in metaverse regulation is not about
regulation or deregulation, but rather how to establish governance mechanisms that balance technological innovation,
human rights protection, and legal certainty. Domestically, the lesson is not to adopt one model in its entirety, but rather to
synthesize various best practices emerging globally. This approach is crucial given that Indonesia faces different challenges
than those countries, both in terms of institutional capacity, the level of digital literacy , and the development of the national
technology ecosystem.

C. Challenges of Jurisdiction and Rule of Law in Virtual Space

Metaverse governance lies not merely in the absence of legal norms, but rather in the inconsistency between the territorial
legal paradigm that underpins modern legal systems and the characteristics of virtual space, which is global, decentralized,
and without geographical boundaries. For centuries, state jurisdiction has been built on the principle of territorial
sovereignty, which grants states the authority to regulate individuals, activities, and legal objects within their territory.
However, the development of digital technology, particularly the Metaverse , has created a new reality in which social,
economic, and even criminal activities can occur simultaneously across multiple jurisdictions without regard to national
borders [37].

applicable law.law ) , competent courtjurisdiction ), and the applicable law enforcement mechanisms. However, in the
Metaverse , determining these aspects becomes much more complex. As an illustration, a user in Indonesia may experience
sexual harassment via avatar by another user domiciled in Canada through a Metaverse platform operated by a United
States-based company with servers spread across several countries. This situation raises fundamental questions about which
country has the authority to enforce the law and which legal instruments should be applied to such incidents [38].

This complexity shows that the concept of locus The principle of delicti , which has long been a primary basis for
determining jurisdiction, faces serious challenges in the virtual environment. In traditional legal systems, a crime is
generally associated with the physical location where the act was committed or the legal consequences arose. However, in
the Metaverse , the act, the consequences, and the technological infrastructure used are often located in different
jurisdictions. As a result, the territorial approach that has long been the basis for law enforcement loses its effectiveness
when applied to the transnational nature of virtual spaces [39].

This problem is further complicated by the fact that the Metaverse is fundamentally built on digital infrastructure that is not
fully under state control. Most Metaverse platforms are developed and operated by global technology corporations,
possessing economic capacity, technology, and influence that, in some respects, even surpasses the capabilities of
developing countries. This situation creates a phenomenon that some academics refer to as digital sovereignty. dilemma ,
namely a situation where the state has a responsibility to protect its citizens, but does not have full control over the digital
space where these activities take place [40].

From the perspective of state sovereignty, this phenomenon poses new challenges never before encountered in the
conventional legal era. Sovereignty is no longer solely influenced by a state's ability to control its physical territory, but also
by its capacity to regulate data flows, digital activities, and global technology platforms. In the context of the Metaverse ,
the boundaries of sovereignty become increasingly blurred because social interactions no longer depend on geographic
location, but rather on access to digital infrastructure largely controlled by non-state actors. As a result, states face
difficulties in effectively carrying out regulatory functions without the support of international cooperation or the
involvement of digital platforms themselves [41].

Besides jurisdictional issues, another equally important challenge is the issue of evidence and law enforcement. In
conventional legal systems, evidence generally consists of documents, witness statements, physical evidence, or electronic
recordings that can be verified relatively easily. In contrast, in the Metaverse , much activity takes place in real
time through avatar interactions , voice communication, virtual body movements, and digital asset transactions stored within
complex systems. This situation raises questions about how to accurately identify perpetrators, how to guarantee the
authenticity of digital evidence, and how to ensure the chain of custody of evidence . of custody ) remains intact in the
judicial process [42]. Metaverse services and virtual marketplaces in Indonesia are still in the early stages of development.
Consumers who conduct digital asset transactions, both in the form of non- fungible tokens (NFT), cryptocurrencies , and in-
game assets , face significant legal protection challenges. Law No. 8 of 1999 concerning Consumer Protection provides a
normative basis for consumer protection, but does not specifically regulate blockchain- based digital transaction practices
and immersive technology [43]. This is in line with the findings of Fitriani, Maulia, and Nugroho (2025) who highlighted the
weak reach of the Consumer Protection Law in dealing with foreign business actors [44].

The issue of perpetrator identification becomes increasingly crucial given that most Metaverse platforms allow the use of
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pseudonymous or anonymous identities. On the one hand, anonymity is part of the right to privacy and freedom of
expression that must be protected. However, on the other hand, anonymity also has the potential to be exploited to commit
various forms of legal violations without adequate risk of accountability. This conflict between privacy protection and the
need for law enforcement is one of the main dilemmas in modern virtual space governance [45].

The limitations of existing international cooperation mechanisms further exacerbate the situation. Instruments such as
Mutual Legal Assistance (MLA) and various extradition treaties were primarily designed to address transnational crime in a
more conventional context. In practice, these procedures often take a long time, involving complex diplomatic and
administrative processes. Yet, violations occurring in the Metaverse occur within seconds and can easily disappear from
digital footprints if not promptly addressed. [46] This situation demonstrates the gap between the speed of technological
development and the ability of the international legal cooperation system to respond to digital crime.

The Budapest Convention on Cybercrime is often considered one of the most advanced international instruments in
facilitating law enforcement cooperation against transnational cybercrime. However, the convention was drafted during a
period when the concept of the Metaverse was not yet as developed as it is today. This has resulted in various issues related
to virtual identity, digital assets, avatar interactions , and the governance of immersive virtual spaces not being adequately
regulated in the instrument [47]. In other words, the current international legal framework still focuses on previous
generations of cybercrime and is not fully able to address the complexities presented by the Metaverse .

From a theoretical and normative perspective, this situation demonstrates that the primary challenge facing the Metaverse
is not simply a regulatory vacuum, but rather a paradigm crisis in understanding the relationship between law, space, and
sovereignty. Modern legal systems have historically been built on the assumption that social and legal space are tied to
national territory. However, the Metaverse creates a new social space that can operate independently of geographic
boundaries. Consequently, a legal approach that relies solely on territorial principles is no longer adequate to address the
emerging challenges [48]. Therefore, new regulations are needed that specifically consider the unique characteristics of
digital assets in the Metaverse to ensure optimal protection of user ownership rights. In general, the legal framework
governing copyright, electronic transaction security, and virtual asset ownership in this ecosystem still requires
improvement. Future legislation must be designed to be more specific and adaptive to keep pace with the rapid dynamics of
technology and the realities of the virtual world [49].

In response to this urgency, a paradigm shift is needed from a territory -based approach. governance ) towards an activity-
based approach and protection of rights ( activity-based) governance and rights-based governance ). This approach places
user protection at the center of regulation without relying too much on the physical location of the perpetrator or the
technological infrastructure used. As a result, the focus of regulation is no longer solely on the question of “where the
violation occurred,” but also on “who was harmed,” “what rights were violated,” and “who has the most effective ability to
prevent or address the violation” [50].

For Indonesia, the jurisdictional challenges of the Metaverse provide an important lesson: the development of national
regulations cannot be undertaken in isolation. Given the global nature of the Metaverse , the effectiveness of national
regulations depends heavily on a country's ability to build international cooperation, strengthen digital diplomacy, and
promote harmonization of legal standards at the regional and global levels. Without such efforts, various national
regulations could potentially lose their effectiveness due to their inability to address digital activities that transcend national
sovereignty. Therefore, strengthening cross-border cooperation must be viewed as an integral part of any future Metaverse
regulatory strategy.

D. The Adaptive Legal Paradigm as a Model for Metaverse Regulation in Indonesia

A critical review of various international regulatory models shows that the primary challenge in regulating the Metaverse is
not simply determining whether countries should implement strict regulations or allow industry freedom, but rather how to
develop a legal framework that can adapt to rapid technological change without losing its primary function as an instrument
for protecting the rights and interests of the public. In this context, the need for an adaptive legal paradigm becomes
increasingly urgent given the dynamic, cross-jurisdictional nature of the Metaverse , which continues to experience
unpredictable technological developments.

Efforts to provide legal protection for people active in the digital world require progressive legal reform. This can be
achieved by formulating the direction and ideals of metaverse law into policy recommendations and regulations. These rules
should not be rigid or merely legal-positivistic, but rather should be responsive legal norms capable of guiding societal
behavior [51]. The need for adaptive law is in line with Philippe's ideas. Nonet and Philip Selznick on Responsive Law .
According to them, law should not be understood solely as a set of rigid and formalistic rules , but must be able to respond
to social change, community needs, and new challenges that arise due to developments in the era [52]. In the context of the
Metaverse , a legal approach that is only oriented towards the formation of technical and specific rules has the potential to
become irrelevant in a short time because technological developments often exceed the speed of the legislative process.
Consequently, Indonesia requires a regulatory model that not only functions to address current problems, but is also able to
anticipate various risks that may arise in the future.

Based on the results of a comparative analysis of the European Union, the United Kingdom, South Korea, and Japan, this
study proposes an adaptive legal paradigm built on four main principles, namely technology neutrality , human-
centric governance , platform accountability ,and cross -border cooperation . These four principles are not intended as stand-
alone norms, but rather as conceptual foundations that can be used in formulating national legal policies related
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to Metaverse governance .

The first principle is technology Neutrality . This principle emphasizes that regulations should not be based on a specific
type of technology, but rather on the legal and social impacts of the use of that technology [53]. An approach that is too
technology-oriented often results in regulations becoming outdated quickly because technological developments occur faster
than the process of law formation. In the context of the Metaverse , regulations that focus solely on a particular platform or
technology have the potential to lose their relevance when new innovations emerge with different characteristics. Therefore,
laws need to be designed based on general principles that remain applicable despite technological changes.

technology principles Neutrality is crucial for Indonesia, given that the national digital ecosystem is still in its infancy.
Overly specific regulations can stifle innovation and reduce the competitiveness of the domestic technology industry.
Conversely, principles-based regulations allow the country to maintain flexibility without sacrificing legal certainty. With this
approach, the regulatory focus is directed at protecting the rights and interests of users, rather than the technology used to
provide the services.

The second principle is human- centric governance . This principle stems from the view that humans must remain at the
center of the entire process of developing and utilizing digital technology [54]. In many cases, discourse on the Metaverse
tends to be dominated by discussions of technological innovation, economic opportunities, and investment potential, while
aspects of protecting user rights are often placed in a secondary position. In fact, the primary goal of regulation should not
only encourage the growth of the digital economy, but also ensure that technological development does not sacrifice human
dignity, the right to privacy, freedom of expression, or the right to a sense of security.

At the national level, this principle holds high relevance, given that the constitution places human rights protection as one of
the primary objectives of state governance. Any policy related to the Metaverse must consider aspects of personal data
protection, user security, prevention of digital discrimination, protection of vulnerable groups, and mitigation of
psychological risks that can arise from intensive virtual interactions. Therefore, Metaverse regulations serve not only as an
instrument for controlling technology but also as a means of protecting human values in the digital age.

The third principle is platform accountability . The development of the Metaverse demonstrates that digital platforms play a
significant role in shaping user behavior through their technological design, algorithms, moderation systems , and internal
policies. In many cases, platforms no longer merely serve as providers of technological infrastructure but have become
actors with significant influence over users' social lives [55]. Therefore, the approach of positioning platforms as neutral
parties with no responsibility for the activities occurring within their systems is becoming increasingly difficult to maintain.

The principle of platform accountability requires that Metaverse operators have a proportional obligation to prevent, detect,
and address various forms of violations occurring within their platforms. This obligation can be realized through the
provision of easily accessible reporting mechanisms, transparent moderation systems , victim protection, and regular risk
audits of the technology used. This approach aligns with global regulatory developments that increasingly demand
accountability from technology companies for the social impacts of their digital services.

The fourth principle is cross -border cooperation . Of all the challenges discussed previously, jurisdictional issues are the
most difficult to resolve through national regulations alone. The cross-border nature of the Metaverse means that the
effectiveness of national law is highly dependent on a country's ability to build international cooperation [56]. Therefore,
strengthening digital diplomacy and harmonizing international regulations must be an integral part of Indonesia's Metaverse
regulatory strategy . Cross-border cooperation can be achieved through various mechanisms, such as bilateral agreements,
ASEAN regional cooperation, active participation in global internet governance forums, and the development of
international standards for protecting Metaverse users . Furthermore, Indonesia needs to encourage the establishment of
mechanisms for exchanging information and digital evidence more quickly than conventional Mutual Legal Assistance (MLA)
procedures, which have been deemed ineffective in addressing real-time digital crimes .

Based on these four principles, Indonesia should not adopt an overly strict regulatory approach as implemented by the
European Union or a laissez-faire approach. which leaves regulation entirely to industry. A more realistic option is to
develop a co-regulation model that combines the roles of the state, industry, academia, and civil society in building inclusive
and adaptive Metaverse governance . This approach allows the state to maintain its legal protection function without
hindering technological innovation, one of the driving forces of the national digital economy.

Ultimately, the adaptive legal paradigm proposed in this study serves not only as a regulatory recommendation for the
Metaverse but also as a conceptual framework that can be used to address various forms of future digital technology.
Through a technology- based approach, neutrality , human- centric governance , platform accountability , and cross
-border cooperation , Indonesia has the opportunity to build a more responsive, progressive, and sustainable legal system in
the face of global digital transformation.

Conclusion

The development of the Metaverse has created a new digital interaction space that presents both significant opportunities
and complex legal challenges, particularly because conventional legal systems have not been fully able to keep up with the
acceleration of technological innovation that has given rise to various forms of legal anomie, such as unclear regulations
regarding digital identity, virtual harassment, biometric data protection , and platform accountability. Research results show
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that each country is developing different regulatory approaches in response to the development of the Metaverse , ranging
from strict regulatory models to more flexible and collaborative approaches, so that no single regulatory model can be
applied universally. Furthermore, the cross-border nature of the Metaverse poses serious challenges to the concepts of
jurisdiction and the rule of law that have long been the foundation of the modern legal system. Therefore, Indonesia requires
an adaptive legal paradigm that can accommodate technological dynamics while guaranteeing the protection of user rights
through the application of technology principles. neutrality , human- centric governance , platform accountability , and cross

-border cooperation , so as to create responsive, equitable, and sustainable Metaverse governance in facing future digital
transformation.
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