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Abstract

Abstract. General Background: Wireless networks are widely used in public spaces such as cafés,
yet their openness often poses risks of security breaches, uncontrolled bandwidth usage, and poor
service quality. Specific Background: At Café Lilnook Karawaci, Tangerang, the Wi-Fi network
lacked authentication, user restrictions, and bandwidth management, making it vulnerable to misuse
and inefficiency. Knowledge Gap: While prior studies emphasize the importance of network
authentication and monitoring, limited research explores practical hotspotlogin authentication using
MikroTik RouterBoard in small business environments. Aims: This study aims to design, implement,
and evaluate a secure wireless network system with hotspot login authentication using MikroTik
RB50UG, guided by the Network Development Life Cycle (NDLC) method. Results: Functionality
testing with five users and two administrators achieved a feasibility score of 1 (feasible), while
usability testing reached 100% (very feasible), confirming effectiveness in both security and
performance management. Novelty: The research integrates captive portal-based hotspot
authentication with customized configurationsin a café setting, demonstrating an adaptable and cost-
effective approach to small-scale network security. Implications: Findings indicate that
implementing hotspot login authentication not only enhances security and service quality but also
provides a scalable model for similar public access networks, supporting safer digital environments in
hospitality sectors.

Highlight :

Hbtspot login authentication enhances network security in public environments.
F2nctionality and usability tests show the system is feasible and effective.

Applying the NDLC method provides a structured process from design to network
management.
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Introduction

Based on field observations, several fundamental issues related to the internet network system at Café Lilnook Karawaci,
Tangerang, have been found that can disrupt user security, performance, and comfort. Currently, the Wi-Fi network in use
still operates without password protection, without limitations on the number of users, and without bandwidth
management.[1] This condition results in uncontrolled internet consumption and poses a risk of degrading service quality.[2]
In addition, open network access allows anyone, including irrelevant parties, to connect without restrictions, thus increasing
the risk of access abuse and threatening network security.[3]

Without adequate authentication and encryption mechanisms, data transmitted over the network can be easily accessed by
unauthorized parties. Sensitive information such as login credentials, personal data, or online transaction activities is at risk
of interception.[4] The lack of access control makes it easier for irresponsible actors to engage in illegal activities over the
network, such as spreading malware, phishing, or even attacking third-party systems. The majority of customers access the
internet using more than one device (for example, smartphones and laptops simultaneously). Without restrictions, this leads
to excessive bandwidth consumption, which ultimately slows down the internet connection and reduces service quality.

The solution designed to address security issues and network management at Café Lilnook Karawaci is to build an internet
access management system based on hotspot login authentication using the MikroTik RouterBoard 50UG device.[5] The
captive portal or hotspot login authentication method was chosen because it can automatically direct every user to the login
page before granting internet access.[6] According to, The captive portal functions as an administrative control layer that
ensures every connection has been verified, so it can be accounted for in terms of security.

The MikroTik RouterBoard 50UG device acts as a gateway and also as a hotspot server that manages the authentication
process, bandwidth settings, and access restrictions. This is in line with the opinion.[7] which states that logging on public
networks is important to detect and prevent illegal activities. As a final stage, system testing was carried out using the
Blackbox Testing method to ensure that all functions operate according to the design. This method is considered appropriate
because it focuses on testing the output of the system based on the input without looking at the internal code, as explained
by that Blackbox Testing is effective for testing system functionality from the user's perspective.

Theoretical Studies

According to, Wireless networks utilize transmission media in the form of electromagnetic waves which enable data
communication processes to be carried out efficiently without requiring physical conductors like copper cables or fiber
optics.[8] Wireless networks have high efficiency, both in terms of cost and speed of dissemination, especially in areas that
lack cable infrastructure.[9]. A computer network security system is a machine used to carry out and prevent unauthorized
or improper users from accessing a computer network.[10] The weakness of wireless networks lies in the configuration and
type of encryption used; it is often found that wireless networks still use default vendor configurations such as SSID, IP
Address, remote management, DHCP enabled, frequency channel, and even user/password for administration.[11]

The MikroTik RouterBoard 50UG is one of the router devices based on RouterOS designed to combine routing, network
management, firewall, VPN, and hotspot system functions into a compact hardware device. The RouterOS, which is its
operating system, provides a Hotspot Gateway module that can automatically display a login page (captive portal) to new
users, manage authorization both locally and through a RADIUS server, as well as restrict access based on usage duration
(timeout) or bandwidth capacity (MikroTik Documentation in.[12] Customization of the login page can be done by modifying
the default HTML/CSS files of RouterOS, so that it can be tailored to the identity or branding of the network being built.[13]

According to MikroTik documentation in, Winbox supports connections to the router via both IP and MAC addresses,
allowing access even if the IP configuration has not been completed. In the implementation of the hotspot login
authentication system, Winbox is used to configure the Hotspot Server, User Profile, and the captive portal page.
Administrators can upload custom HTML/CSS files directly to the router's hotspot directory through the File feature in
Winbox.[14] This enables personalization of the login page according to the network's identity. LAN cable is a copper-based
transmission medium used to physically connect network devices. According to, UTP cables have four pairs of twisted
copper wires to reduce electromagnetic interference.[15]

An Access Point is a device that emits Wi-Fi signals so that user devices can connect to a hotspot network. According to
Gast, the AP acts as a bridge between wireless and wired networks, and supports IEEE 802.11 standards such as 802.11n,
802.11ac, or 802.11ax for better speed and range.[16] According to MikroTik documentation in, The integration of AP with
the Hotspot Server facilitates the detection of new users, displays the captive portal, and manages login sessions more
accurately.[17] Configuration on the Mikrotik RouterBoard is an important step in building a secure, managed, and efficient
hotspot network system.

According to explains that NDLC is a key model in the computer network design process, adopting an approach similar to
the software development life cycle (SDLC) and consisting of phases such as analysis, design, simulation prototyping,
implementation, monitoring, and management.[18] explains that NDLC is a methodology for designing or developing
network infrastructure that allows for statistical monitoring and network performance. Based on the literature review that
has been described, this study poses the hypothesis of how the design, functionality, and usability of the Design and Security
of Wireless Networks with the Hotspot Authentication Login Method using Mikrotik RouterBoard 50UG at Café Lilnook
Karawaci Tangerang.[19]
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Research Method

This research uses the Research and Development (R&D) method, which aims to produce a specific product and test the
effectiveness of that product. Research and development methods are research methods used to produce specific products
and test the effectiveness of those products. The design model in this research uses the NDLC (Network Development Life
Cycle) method, which is a systematic approach to the planning, development, implementation, and maintenance of computer
networks. The stages in NDLC include needs analysis, design, prototype simulation, implementation, monitoring, and
management.[20]

Product testing is conducted to ensure that the developed system meets the requirements and functions according to the
established goals.[21] This testing phase aims to assess the functionality and usability of the MikroTik RB 50UG-based
hotspot login authentication with the captive portal method that has been implemented at Café Lilnook Karawaci Tangerang.
The number of subjects in the small-scale trial ranged from 6 to 8 people. In this study, the trial involved 5 users and 2
managers of Café Lilnook Karawaci Tangerang. Primary data was collected at the research site, namely Café Lilnook
Karawaci, Tangerang. This data was obtained through system trials, so the information gathered is current and relevant to
the research objectives.

Results and Discussion

1.The Analysis Stage is carried out to ensure that the design created can be targeted accurately and is in accordance with
the management needs of the Lilnook café network in Karawaci Tangerang.

a.The interview was conducted with the relevant parties directly involved in network management at the location, resulting
in findings: frequent obstacles (users freely access without logging in, bandwidth runs out quickly, difficult to monitor
usage) as well as main needs, such as the existence of a login system before accessing the internet, bandwidth limitation
settings, and user activity logging.

b.Observation of the network topology in use, available hardware, and the quality and capacity of the internet connection.

|

N

Figure 1. Network topology at lilnook café Karawaci Tangerang

Figure 2. Bandwidth Capacity at lilnook café
c.Hardware and Software Requirements

Hardware and Software used for designing a wireless network with hotspot login authentication. The purpose of the
Hardware and Software at Café Lilnook is to regulate, limit, and monitor visitors' internet access securely, structurally, and
efficiently. The specifications of the hardware and software can be described as follows:
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Figure 3. Hardware and Software Requirements
2.Design Stage
Based on the results of the observation and analysis of network needs at Café Lilnook Karawaci, an initial design of an
internet network system has been carried out, utilizing a captive portal-based hotspot login authentication method on the
MikroTik RouterBoard 50UG. This design aims to regulate and secure internet access for visitors, while also facilitating the
process of network management by the café management.
3.Prototyping Simulation Stage
a.Installation of Mikrotik Routerboard 50UG hardware, using a laptop with a LAN CAT5E cable on port 2 of the Mikrotik.

b.Installation of F477V2 access point hardware with a cable length of 7m, then connect the access point to the laptop using
a LAN CATS5E cable on port 1 of the access point.

c.Installation of Winbox software by entering the MAC Address of the Mikrotik, for example F4:1E:57:6B:88:EE, for the first
login use admin while the password is stated at the bottom of the router.

4.Implementation Stage

a.Administrator Configuration

The administrator configuration aims to set a password for accessing the administrator window on WinBox to prevent
unrestricted access. The identity of the router and administrator can be changed using the WinBox facility in the System >

Identity tab to set the Router Identity, and System > users to change the login user and set the router password when
logging into WinBox.

Usss  Cemps S5 R  33H Feess e dciive e
= H O T LEnm A

Vi g Howsd ASSees Lawi L™
dars
=0
|'|h|.|- B | o=
g W L] Carcel
Rl Slebryn - s

L L I | A 12208 T 20

Figure 4. Router Names and Administrator
b.Interface Configuration

The LAN interface is used to configure the local network parameters that connect the Router with the users/administrators
connected to the Router's LAN Port. The Wi-Fi interface is intended to configure the WLAN network parameters or to
connect the Router with clients/users connected via wireless media, as well as to separate the wireless network from the
wired network.
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Figure 5. Router Interface
c.IP Address Configuration

An IP Address is a primary requirement in building a network, because without an IP Address the network will not be
connected. According to the design of the network topology, the design of the IP Address is as follows:

a)Ether2: Using DHCP Client from ISP (Internet Service Provider)
b)Ether3: As a local network parameter with IP Address 192.168.101.1/24

c)Ether3: As the hotspot gateway with IP Address 192.168.201.1/24
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Figure 6. IP Address Configuration
d.DNS Configuration

Domain Name Server (DNS) functions to translate domain names into a series of IP numbers. The DNS on the router is
usually automatically filled from internet sources.

] I — # [ o ]
—
| ame
—
S

Dynamic Servers: | 152.168.111.1
8288
BR44
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Figure 7. DNS Configuration

e.DHCP Client Configuration
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The steps to configure the DHCP Client are by going to IP > DHCP Client and then selecting the interface ether2-internet. If
the configuration is correct, an IP Address will appear with a bound status indicating that the configuration is correct. As
shown in the following image.
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Figure 8. DHCP Client Configuration
f.DHCP Server Configuration

1)The first step is to click on IP > DHCP Server > click on DHCP Setup, then to create a DHCP Server, click on DHCP Setup,
which will display an image like the one below. In the DHCP Server Interface, select ether4, because we will be assigning
IPs to clients on the local network.

2)Then determine the IP Pool that will be distributed to the clients connected to the local network, for the distributed IP
Address which is 192.168.201.2-192.168.201.254, but it can be changed according to needs.

3)Determine the DNS Server for internet network connections, which can be adjusted to the ISP modem IP or Google.

4)After the configuration is completed, a message “Setup has completed successfully” will appear as shown in the following
image. Thus, the DHCP server we created will automatically be displayed.

g.Hotspot Gateway Configuration

Before performing the hotspot gateway installation, make sure that the DNS and IP Pool have been configured first. Here is
the installation of the hotspot gateway. Configure through IP > Hotspot in the menu, click Hotspot Setup to select the
hotspot interface. Then a local IP appears according to what has been previously created in ether4. After that, click Next.
Then determine the IP Pool according to the desired needs, then Next. Determine the DNS that has been predetermined.
Then Next. After 'Setup has completed successfully' appears, as shown in the picture below, it means the hotspot has been
successfully created.

h.Network Address Translations (NAT) Configuration

To configure the NAT firewall rule using the src-address parameter. The rule used is chain=srcnat out-interface=ether2,
then in the action menu select Masquerade. Configuration can be done using Winbox through the menu IP > Firewall> NAT
tab. As shown in the image below:
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Figure 9. Network Address Translation (NAT) Configuration
i.Simple Queue Configuration

In the Simple Queues menu on Mikrotik, click Add (+) to create a new queue. In the General tab, provide a queue name as
needed, for example, Name = CLIENT-HOTSPOT, then specify the Target by entering the IP address or network to be
limited, such as 192.168.201.0/24. Next, set the Max Limit to establish upload and download speed limits, for example,
25M/100M. After all settings are completed, click Apply to apply the configuration and OK to save it.
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Figure 10. Simple Queue Configuration
j.User Profiles Configuration

In the Hotspot menu on Mikrotik, select the User Profiles tab, then click Add (+) to create a new profile. Provide a name for
the profile as needed, then set parameters such as Address Pool to determine the IP range, Rate Limit to restrict
upload/download speed for example 3M/3M, Shared Users for the number of devices allowed, and time settings such as
Session Timeout, Uptime Limit, and Idle Timeout. Then navigate to the Queue tab, set Insert queue before = bottom and

Parent queue = CLIENT-HOTSPOT (the Parent we created earlier). After all settings are correct, click Apply to implement,
then OK.
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Figure 11. User Profile Configuration
k.Access Point (AP) Configuration
Configuration of the access point to add and configure the access point that functions to broadcast the IP Address to clients.
1)IP Address configuration and login to F477v2

The IP Address configuration on the access point is aimed at ensuring smooth access into the access point, and here we are
using the Fiberhome F477v2 access point. First, we need to align the laptop's IP with the access point's IP, such as the
default IP of F477v2 which is 192.168.1.1, so the laptop should be changed to 192.168.1.2. Then, open the Chrome browser
and type in 192.168.1.1. After that, select Administrator and log in with the password admin.

2)Set the F477v2 configuration to Hotspot Access Point

After logging in as an administrator, the first step that needs to be taken is to change the device mode from Router to
Bridge, so that the network management function will be completely transferred to Mikrotik. After that, disable the DHCP
Server feature on the access point so that the distribution of IP addresses is fully controlled by Mikrotik. Connect the LAN
port of the access point to Mikrotik using an ethernet cable. Next, enable the Wi-Fi feature on the access point and set the
SSID, for example, using a name that matches the café branding, and set the password or security to open since there will
be a captive portal from Mikrotik later. Finally, ensure that the IP address used by the access point does not conflict or is the
same as the Mikrotik IP address to avoid network conflicts. Then click submit on every action taken to ensure the
configuration is saved on the access point.

3)Authentication login hotspot page configuration

As we know, the Mikrotik RB-50UG has a very simple default login page. This default Mikrotik login page can be edited,
modified, and customized according to the individual user's needs.

a)Taking the default display file from Mikrotik

Open winbox, go to the file menu. All the files for the hotspot login page are in the hotspot folder. To edit the file, right-click
on the hotspot file in the Mikrotik files. Then download and place it in the folder of your choice. Next, enter the hotspot
folder and select the login.html file to edit; you can use Sublime Text software for editing. Once the login.html file is opened
with Sublime Text, this is what the entire script of the login.html file looks like.

b)Design the Login Page Appearance

Here is the script that has been edited to enhance the appearance of the login page according to requirements.
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Figure 12. Default Mikrotik Hotspot Script

o Start backup * Pictures * hotspot *  bahan

Figure 13. Import Background and Logo File

Figure 14. Changes the Login Background Display

Figure 15. Changing the Logo
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Figure 16. Giving a Class Card on the Login Display

Figure 17. Provides a Style Card for the Login Display.

Figure 18. Adds the btn-link class

Figure 19. Changing the Button Style Click Here
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Figure 20. Hotspot Login Display Results
c)Creating Status Page

Here is the script that has been edited to enhance the appearance of the status page according to requirements.

Figure 21. Default Script of the Status Page

Figure 22. Changing the Background Appearance and Adding a Card

ISSN 2714-7444 (online), https://acopen.umsida.ac.id, published by Universitas Muhammadiyah Sidoarjo
Copyright © Author(s). This is an open-access article distributed under the terms of the Creative Commons Attribution License (CC BY).
17/22



https://portal.issn.org/resource/ISSN/2714-7444
https://acopen.umsida.ac.id
https://umsida.ac.id

Academia Open

Vol. 10 No. 2 (2025): December
DOI: 10.21070/acopen.10.2025.12146

Figure 23. Status Display Results
d)Initial Testing

Conduct experiments on the previously configured network system to see if it works or not. To perform the testing, the steps
are as follows:

i.Hotspot network trial, on the MikroTik hotspot login page, users are asked to enter the username and password that were
created previously. If the information is correct, users will be granted internet access according to the configured hotspot
profile set earlier. Below is the appearance of the captive portal or authentication login for Lilnook café hotspot.

ii.If the user is not registered, they will not be able to log into the network with a notification of invalid username or
password. As shown in the following image.

iii.If the client successfully logs in, they will automatically connect.

iv.Network speed or bandwidth test.

Figure 24. Network Speedtest

v.The next step is to check through winbox.

K s s
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Figure 25. Monitoring Invalid Username and Password in Winbox
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Figure 26. Monitoring Valid Username and Password in Winbox
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Figure 27. Upload and Download Bandwidth Restrictions and Tests

5.The Monitoring stage is an evaluation process to ensure that the hotspot network system that has been built operates
according to the functional specifications and user needs established during the design phase.

6.The testing is conducted to assess two main aspects, namely functionality and usability.

a.Functionality test results

The results of testing the functionality of the MikroTik RB 50UG based hotspot system using the captive portal method are
able to operate according to the designed functions, ranging from navigation, login process, to internet connection stability.
The test subjects included 5 customers of Café Lilnook and the network administrator of Café Lilnook.

Jawaban

Mo | Aspek Functionality ., | Tidak
Berhasil berhasil

1 | Navigasi pada halaman login 7 0

2 | Login menggunakan usermame dan password 7 0

3 | Akses halaman caprive portal/ 7 1]

4 | Validasi username dan password 7 ]

5 | Pembatasan bandwidth sesuai pengaturan 7 0

6 Koneksi  internet  berjalan  stabil  selama | 7 0

N FUNANDN

Figure 28. Results of Functionality Testing Using Blackbox Testing

From the test results table of 5 customers and 2 network managers, the compiled answers show success = 6 and failure = 0.
The results of the Black Box Testing indicate that the system operates as expected. Each test scenario related to the
username, password, and login process, as well as bandwidth restrictions, meets the previously established expectations.
This indicates that the main functions being tested in the system are working well and according to the specifications
previously set.

Based on the calculation using the formula X = A/B, the result is X = 1. The condition for the calculation result is that if it
approaches 1, then the product is considered appropriate and meets the requirements. It can be concluded that the security
of the wireless network with hotspot login authentication at Café Lilnook Tangerang is appropriate and meets the
requirements.
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b.Usability Test Results

The testing phase was conducted for the network managers at Café Lilnook using a questionnaire containing several
indicator questions from the usability aspect of the authentication login security design for the hotspot at Café Lilnook. The
results of the product testing were implemented in the questionnaire that was distributed, and the following scores were
obtained:

Mo | Perianvaan SS |8 [RG | TS | STS
l Mengatasi akses bebas tanpa login 2 |D|0 0 |0
2 | Mempermudah manajemen akun 2 |D|0O 0 |0

bk
=
=
=
=

3 | Mengatasi sulit memantan penggunaan

[ 3]
=]
=]
=
L= ]

r Mengatas: bancheiclth cepat habis

TP

I
=
=
=
=]

Monitoring & reporting

Figure 29. Usability Test Results

From the table on the previous page, it can be obtained that the preliminary results of the answers from the five
respondents refer to very feasible. In determining the quality of the assessed product, it is necessary to use assessment
categories as a reference for whether a product is feasible or not. Below is the table of assessment categories for usability
aspects.

.| Skala Likert ( T x Pn) Skor Total Tertinggi
No Butir SLILIcL 1L ST Skor Total GxT)
| 2 - |- - - 10 10
2 2 |-1- - - 10 10
3 2 |-1- - - 10 10
4 2 1-1- - - 10 10
5 2 |-1- - - 10 10
Jumlah 50 50

Figure 30. Results of Likert Scale Calculations

After performing the Likert scale calculations above and finding the total score and the highest score, the next step is to
calculate the eligibility percentage of the tested product using the Interval Index (%). Based on the final results of the
eligibility percentage index calculation, it can be concluded that the usability testing aspects on 2 respondents regarding the
wireless network security design with hotspot login authentication at Café Lilnook Karawaci Tangerang received a result of
‘very eligible' with a percentage of 100%.

7.The implementation of the management phase includes three main activities:

a.Basic knowledge training for management is conducted through a knowledge transfer session aimed at network managers
or staff responsible at the site. The material covered includes steps for logging into network devices, checking connection
status, procedures for restarting devices in case of disturbances, and how to report problems to the central technical team.
The goal is to ensure that simple issues can be handled directly on-site without having to wait for the arrival of the technical
team, thus speeding up service recovery time.

b.The implementation of routine network system maintenance includes a schedule that covers device cleaning from dust,
inspection of cable and connector conditions, firmware updates, and stability checks of connections. This maintenance is
carried out periodically to keep the device performance optimal and to minimize the potential for damage or disruptions that
could hinder network operations.

c.Labeling of Network Structure, all network elements, from cables, ports, devices, to racks, are given labels according to
the previously designed topology structure. These labels use a uniform and easily readable code, which facilitates
troubleshooting, the addition of new devices, and repairs in the future.

This research produces a design and implementation of a captive portal based hotspot login system using MikroTik
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RouterBoard at the Lilnook Internet Cafe in Karawaci. The Network Development Life Cycle (NDLC) model is used as the
framework for system design because it has systematic stages for optimally building and managing a network. NDLC
facilitates the process from needs analysis, design, simulation, implementation, to monitoring and network management. In
the design and implementation of wireless network security with hotspot login authentication using MikroTik RB50UG at
Café Lilnook Karawaci Tangerang, the NDLC method is applied. The initial step involves creating a flowchart of the research
to obtain an overview of the conducted research.

In the early stages of this research, observations were made with the aim of obtaining the necessary data. The researcher
conducted interviews with network administrators regarding the networks currently in operation. The condition of the
network does not have security measures such as a password, allowing clients to connect automatically when the Wi-Fi on
the client devices is active. It can be concluded that due to the lack of security measures like password usage, the large
number of devices connected to the Wi-Fi network has led to internet connection failures on that network. After conducting
observations, the researcher created a new network topology design with the addition of MikroTik within it, as well as
analyzing the hardware and software requirements needed in the research process.

After designing the new network system, the researchers proceeded to install the hardware and software before
implementation. Next, during the implementation stage, several steps were carried out, including the configuration of
MikroTik, configuring the access point, setting up the authentication login page of the hotspot, and conducting initial
testing. Once the implementation was completed, the monitoring phase followed as an evaluation process to ensure that the
constructed hotspot network system operates according to the functional specifications and user requirements established
during the design phase. The testing was conducted to assess two tests, namely functionality and usability. The functionality
test score was calculated to obtain a result of X = 1. It can be concluded that the security of the wireless network with
hotspot login authentication at Café Lilnook Karawaci Tangerang is feasible and functions well without any issues.
Furthermore, the usability test results from the summary of respondents regarding the design of the wireless network
security with hotspot login authentication at Café Lilnook Karawaci Tangerang received a result of 'very feasible' with a
percentage of 100%.

Conclusion

Based on the research conducted at Café Lilnook Karawaci Tangerang, issues related to internet network access were
found, specifically the lack of password protection and user restrictions, resulting in unrestricted internet access, bandwidth
overload, and decline in performance. This study successfully established a wireless network using a hotspot login
authentication method with Mikrotik RB50UG at Café Lilnook Karawaci Tangerang. Better access control through network
configuration and hotspot login authentication has provided improved management of excessive bandwidth usage. Based on
functionality assessment results, a score of 1 was obtained, concluding that the design of the wireless network security
using the hotspot login authentication method meets the criteria for use with the designation "feasible." The usability
assessment resulted in an index of 100%, categorized as "very feasible."

THANK YOU
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